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Dear Readers, 

This is to update you on the latest 
developments pertaining to Singapore´s 
personal data protection regime and 
to ensure that your organisation has 
implemented the necessary rules and 
policies. 

In A Nutshell 
The Personal Data Protection Act (“PDPA”) has been in full 
force and effect since 2014. In order to give organisations 
sufficient time to develop their own personal data rules 
and policies, the Personal Data Protection Commission 
(“PDPC”) initially took a “soft” approach when enforcing the 
new rules. This has changed in April 2016, when a number 
of organisations were fined by the PDPC for non-compliance 
with the PDPA. With view to these recent developments, 
organisations are strongly encouraged to audit and review their 
existing business procedures and policies (if any) and to train 
their staff on how to handle personal data properly. 

We would be pleased to assist you in this respect. We offer, 
amongst other things: 

�	PDPA seminars; 
�	PDPA officer services; 
�	PDPA audits; and 
�	Preparation of personal data protection policies. 

Please feel free to contact us anytime. 

In More Detail 

1. PDPA Fully Effective Since 2014

Singapore constantly strives to adjust its legislation to changing 
business environments and technological innovations. The 

modernisation of Singapore´s personal data protection regime 
is currently a key area of focus. With a view to the vast quantity 
of personal data collected for and about individuals in today´s 
business world, the PDPA was enacted  and took full effect 
in July2014. The PDPA regulates how personal data shall be 
handled and sets out general rules on its collection, use and 
disclosure as well as the protection of private data by the 
private sector.  

2. First Organisations Have Been Fined For 
Non-Compliance

Most of the organisations took notice of the changes introduced 
by the PDPA in 2014. However, this has not always been 
followed by immediate action on their part. Furthermore, new 
organisations have since started their business operations 
in Singapore and are often not aware of the aforementioned 
legal framework. This has just been confirmed by the PDPC 
which recently sanctioned a number of organisations for failing 
to protect their customers´ personal data. The PDPC’s actions 
highlight once more that the PDPA is not a mere “formal 
burden” which organisations can disregard without regard for 
the consequences. The recent crackdown may therefore serve 
as a “wake-up call” to some organisations, reminding them that 
breaches of the PDPA can lead to fines of up to SGD 1,000,000 
per breach. PDPA audits should therefore be conducted in 
order to ensure that organisations comply with the PDPA. 

3. Obligations of Each Organisation 

a. Data Protection Officer 

Each organisation is required to appoint one or more 
data protection officer(s) to be responsible for ensuring 
its compliance with the PDPA. Data protection officers do 
not necessarily have to be employees of the organisation. 
However, in any case, the contact details of at least one data 
protection officer must be published. 

While there is no requirement for the data protection officer to 
be a citizen or resident of Singapore, the PDPC suggests that 
the data protection officer should be readily contactable from 
Singapore, available during Singaporean business hours and in 
cases where telephone numbers are provided, these should be 
Singaporean numbers. 
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Failure to appoint a data protection officer may lead to a 
preliminary investigation by the PDPC. If an organisation fails 
to cooperate with the investigations, this will constitute an 
offence. As a result, an organisation may be subject to a fine 
of up to SGD 100,000 (individuals may face a fine of up to SGD 
10,000 or imprisonment for a term not exceeding 12 months). 

b. Collection & Processing 

Organisations may only collect, use or disclose personal data: 

�	if they have obtained consent from the individual prior to the 
collection, use or disclosure of the personal data; 

�	where there is so-called deemed consent by the individual 
to the collection, use, or disclosure of the personal data; or

�	If there is no consent, then otherwise under specific 
circumstances as prescribed in the PDPA. 

An individual may at any time withdraw any consent previously 
given, or deemed to be given under the PDPA, upon giving 
reasonable notice to the relevant organisation. Furthermore, 
any collection, use or disclosure of the personal data must 
only be for purposes which a reasonable person would 
consider appropriate in the circumstances and of which the 
individual has been notified. Such notification must be made in 
accordance with the requirements of the PDPA. 

c. Transfer 

Transfer of personal data out of Singapore is allowed. However, 
it has to be ensured that the PDPA’s standard of protection is 
accorded to this data. Hence organisations are, in general, 
required to ensure by way of contract that the personal data 
is protected in accordance with the PDPA. If no contract is in 
place, the data may only be transferred to countries whose 
data protection laws have a standard comparable to the 
Singaporean one. This needs to be assessed on a case by 
case basis by comparing the relevant laws. 

d. Security 

Organisations are obliged to protect personal data in their 
possession or under their control by making reasonable 
security arrangements in order to prevent unauthorised access, 
collection, use, disclosure, copying, modification, disposal 

or similar actions. The PDPA does not specify the exact 
security measures to have in place. Organisations, therefore, 
need to develop their own security policies ensuring that the 
aforementioned minimum requirements are met. 

e. Marketing 

The data protection principles in the PDPA also apply to any 
marketing activities (including electronic marketing) which 
involve the collection, use or disclosure of personal data. 

In addition, any organisation that wants to engage in 
telemarketing activities needs to comply with the “Do Not Call” 
provisions under the PDPA. Generally, an organisation which 
intends to send marketing messages (which includes calls 
as well text messages) to a Singaporean telephone number 
should first obtain the clear and unambiguous consent of the 
individual. In the absence of such consent it would, in general, 
be necessary to check and ensure that the telephone number 
is not on the Do-Not-Call register maintained by the PDPC 
(“DNC Register”). There are also other requirements, including 
the duties to identify the sender of the marketing message and 
to provide clear and accurate contact information. An individual 
may at any time apply to the PDPC to add or remove his 
telephone number to or from the DNC Register. 

The Act will apply to marketing messages addressed to a 
Singaporean telephone number where:

�	the sender of the marketing message is present in 
Singapore when the message is sent; or 

�	the recipient of the marketing message is present in 
Singapore when the message is accessed. 

Electronic marketing activities are also regulated under the 
Spam Control Act to the extent that such activities involve the 
sending of unsolicited commercial communications in bulk 
by electronic mail, SMS and/or MMS to a mobile telephone 
number. 

f. Online Privacy 

Currently, there are no specific requirements relating to online 
privacy (including cookies and location) under the PDPA. 
Nevertheless, an organisation that wishes to engage in any 
online activity that involves the collection, use or disclosure 
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of personal data will still need to comply with the general data 
protection obligations under the PDPA. For example, if an 
organisation intends to use cookies to collect personal data, it 
must obtain consent before the use of such cookies. For details 
regarding the consent required, please refer to the heading 
“Collection & Processing” above. 

If you have any questions as to the PDPA and your obligations, 
please feel free to contact us anytime.  
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Fax: +65 6408 8001
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Disclaimer

Although every effort has been made to offer current and correct information, 

this publication has been prepared to provide information on recent regulatory 

and legal developments in Singpore only. It is not exhaustive and thus does not 

cover all topics with which it deals. It will not be updated and cannot substitute 

individual legal and/or tax advice. This publication is distributed with the 

understanding that Luther, the editors and authors cannot be held responsible for 

the results of any actions taken on the basis of information contained herein or 

omitted, nor for any errors or omissions in this regard. 

If you do not want to receive this newsletter in future, please send an e-mail to 

Nadine.maergner@luther-lawfirm.com.



Luther LLP

Luther Rechtsanwaltsgesellschaft mbH advises in all areas of business law. Our clients include medium-sized companies 
and large corporations, as well as the public sector.  
With “Luther Corporate Services”, we assist our clients in Asian core markets with all administrative tasks regarding their current 
business.  
Berlin, Brussels, Cologne, Dusseldorf, Essen, Frankfurt a. M., Hamburg, Hanover, Leipzig, 
London, Luxembourg, Munich, Shanghai, Singapore, Stuttgart, Yangon 
Luther Corporate Services: Delhi-Gurgaon, Kuala Lumpur, Shanghai, Singapore, Yangon 
Your local contacts can be found on our websites www.luther-lawfirm.com and www.luther-services.com.
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